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Research on anomaly detection algorithm based on sparse
variational autoencoder using spike and slab prior
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Abstract: Anomaly detection remains to be an essential and extensive research branch in data mining due to its wide-
spread use in a wide range of applications. It helps researchers to obtain vital information and make better decisions
about data by detecting abnormal data. Considering that sparse coding can get more powerful features and improve the
performance of other tasks, an anomaly detection model based on sparse variational autoencoder was proposed. Firstly,
the discrete mixed modelspike and slab distribution was used as the prior of variational autoencoder, simulated the spar-
sity of the space where the hidden variables were located, and obtained the sparse representation of data characteristics.
Secondly, combined with the deep support vector network, the feature space was compressed, and the optimal hyper-
sphere was found to discriminate normal data and abnormal data. And then, the abnormal fraction of the data was meas-
ured by the Euclidean distance from the data feature to the center of the hypersphere, and then the abnormal detection
was carried out. Finally, the algorithm was evaluated on the benchmark datasets MNIST and Fashion-MNIST, and the
experimental results show that the proposed algorithm achieves better effects than the state-of-the-art methods.
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1 (Trouser)

98.2%+0.0%

97.5%+0.0%

2 (Pullover) 88.2%+0.1% 87.4%=0.0%
3 (Dress) 91.6%=0.0% 92.2%+0.0%
4 (Coat) 89.3%+0.0% 90.8%+0.0%
5 (Sandal) 89.1%+0.0% 92.6%+0.0%
6 (Shirt) 84.5%=0.1% 80.0%+0.0%

7 (Sneaker) 98.5%+0.0% 98.3%=0.0%
8 (Bag) 89.5%+0.0% 88.4%+0.0%

9 (Ankle boot) 97.7%+0.0% 97.6%+0.0%
FEIME 91.8%+0.0% 91.6%+0.0%

98.3%+0.3%
84.3%+0.7%
89.7%+0.5%
86.5%=+1.3%
82.6%+0.7%
79.3%+0.4%
92.3%=0.6%
91.7%%0.9%
91.2%+0.5%
89.1%+0.6%

98.5%+0.6%
88.8%+0.9%
88.7%+2.1%
90.4%+0.8%
90.7%=0.6%
84.3%+1.4%
94.5%=0.8%
94.1%+1.2%
92.6%+0.7%
91.6%+1.1%

<75 BIERE 2022 5 12 8
2 MNIST BIEEESMFERN S ETHEREREE

NORMAL CLASS oC-svM! IF¥! DCAE™! ANOGAN!! A
0 98.6%=0.0% 98.0%+0.0% 97.6%+0.7% 96.6%+1.3% 98.1%+0.7%
1 99.5%+0.0% 97.3%=0.0% 98.3%0.6% 99.2%+0.6% 99.6%+0.1%
2 82.5%+0.1% 88.6%+0.0% 85.4%+2.4% 85.0%+2.9% 96.5%+1.1%
3 88.1%+0.0% 89.9%+0.0% 86.7%+0.9% 88.7%+2.1% 95.4%:0.8%
4 94.9%+0.0% 92.7%=0.0% 86.5%+2.0% 89.4%+1.3% 97.6%=0.7%
5 77.1%+0.0% 85.5%+0.0% 78.2%%2.7% 88.3%+2.9% 94.6%+0.9%
6 96.5%+0.0% 95.6%=0.0% 94.6%%0.5% 94.7%2.7% 97.7%+0.5%
7 93.7%+0.0% 92.0%=0.0% 92.3%+1.0% 94.5%+1.8% 97.0%0.6%
8 88.9%+0.0% 89.9%+0.0% 86.5%+1.6% 84.9%+2.1% 95.3%0.8%
9 94.1%%0.0% 94.5%+0.0% 90.4%+1.8% 92.4%+1.1% 96.3%+0.6%
SEHME 91.3%+0.0% 92.3%20.0% 89.7%1.4% 91.3%=1.9% 96.8%=0.7%

#< 3 Fashion-MNIST #iBEE MR BRI ETHLIMEERITEL

NORMAL CLASS 0C-svM?%4) IF? DCAE®! ANOGAN!"! ARICE

0 (T-shirt) 91.4%+0.0% 91.3%+0.0% 95.2%:+0.4% 95.8%=0.5% 95.7%+0.4%

99.0%=0.1%
91.2%+0.5%
96.2%+0.7%
92.7%+0.3%
93.1%=+1.6%
84.8%+0.9%
98.6%+0.5%
97.9%+0.7%
98.8%+0.4%
94.8%+0.6%

Fashion-MNIST #{##4 LAl GPND ( generative
probabilistic novelty detection) . ALOCC DR
(adversarially learned one-class classifier for dis-
crimination and reconstruction) ', ALOCC D
(adversarially learned one-class classifier for dis-
crimination)*”), AEC (auto-encoder) "l OCGAN
(one-class generative adversarial network) *1757%
BEAT T HUHL,  80%1E W AR A A I ZhbE A AR
LIGEE R LK 4. TR, ACHEEAAH
ERRIPVE N

A8 2 ESCHER[30] HA7% , {E Fashion-
MNIST H, B0 5 AR AR Hh AN TR o5 B
5 GPND 1 GradCon (gradient constraint) P47
THEBELL#Z, Fashion-MNIST #EH 58 FEATEN

A G LT Rsi gl RA R 5. fTUVE
, WAREAEAF R EREARR ST, ASOTE
HAT R A R

R4 B0%EBHAIERNGHREISLIGLERIITE

it L5 MNIST Fashion-MNIST
ALOCC DR 71 88.0% 75.3%
ALOCC D 17 82.0% 60.1%
AEC? 89.9% 90.8%
GPND 1% 93.2% 90.1%
OCGAN™! 97.7% 92.4%
ACE 98.3% 95.2%

HIER 2~ 5 1, A SRR A BUF I 5 R
TR, IO 2T — L7 H A 5%
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# 5 Fashion-MNIST &HFFEFHAENIXEE
dEE PR SEIR 45 R2TEE

ML 10% 20% 30% 40% 50%

GPNDE*! 92.8% 932% 93.3% 933% 93.3%
GradCon"”! 93.8% 933% 93.5% 93.6%  93.4%
ARSI 951% 953% 953% 953% 95.2%

3 HRiE

ARSCHR T BhEE TR AL 7 E g o AR
ESTRF 1A B R4 ) S AN Sk, A A BT AR 0 A
TERA Sy B mthas e, B AR B pr e 25 (A
Wiksgitt, 528 RERRER R, IR
AR 73 1 G i e ) Sl R P ST 1) R A 48 X AL 22
[AIHEAT IS4, DL DB BR AR X 0 IE W Bl 5 57
Kl o IR EERR WA ST T H AT T3
SCHL T B I F A N RCR o AR AR ) BB
THE R 2 2y, P AR THRF AL SR IR
AE /T AR R H AR I RCR, WEH THEZ R
A5 A AR
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